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Audit Trails

An audit trail for all manipulations and evaluations 
performed with a data file is automatically stored
with the data. The audit trail function is always active 
and cannot be switched off.

The audit trail shows, for each data manipulation, a 
WHEN/WHO/WHERE/WHAT entry including all 
functional parameters.

The audit trail is a readable ASCII file protected by a 
hash code, and it is linked with the NMR data. For this 
reason, illegal manipulations of the data or the
audit trail can be detected using a respective TopSpin 
function.
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Audit Trails

Example file: em, ft, pk performed

em with parameters LB, SI

ft with parameters FT_mod, SI, 
PKNL
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Electronic Signatures

TopSpin supports electronic signatures of NMR 
datasets.

Electronic signatures display: User, signature 
meaning, comment, date/time

Electronic signatures are part of the audit trail file

Signatures cannot be deleted, changed, 
overwritten or copied to another data file
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Electronic Signatures

Electronic signature entry…

…in the audit trail file
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Electronic Signatures

Electronic signature…

…on the data plot
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Internal Users

TopSpin (from 2.0 on) offers an operating system 
independent internal user management

If enabled, a separate login with user ID and 
password is necessary to be able to work with 
TopSpin

After a specified time of inactivity TopSpin locks 
itself automatically. Only the last logged in user or 
a the NMR administrator may unlock TopSpin 
using their respective password
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Internal Users

Internal users setup dialog



10

21 CFR Part 11 Compliance Document

Delivered with TopSpin as PDF, 12 pages


