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1 Purpose of TopSpin’s GxP Extension

TopSpin provides a multitude of functionalities to support experimental NMR spectroscopy. With the
growing usage of NMR in regulated industries (especially pharmaceuticals but also personal care and
food), multiple requirements to operate TopSpin in regulated environments have been made during
recent years.

TopSpin’s GxP extension aims to provide significant functionalities that make NMR much easier to be
used in situations where compliance with Good Laboratory Practice, Good Manufacturing Practice or
21CFR part 11 etc. is necessary.

The GxP extension is deliberately implemented to be a separate addition to the standard TopSpin
software. The extension incorporates several useful features for example:

It introduces a comprehensive approach to user identity management and enables exquisite control
of users and their rights.

» The user accounts and their rights are generally designed to be consistent with GxP workflows.
» A significantly improved set of tools for retrieving, filtering and printing audit trail entries.

2 Working with TopSpin

Preparation

The decision on whether or not to use the GxP option has to be taken during installation of TopSpin,
since activation (and deactivation) of the GxP extension is not possible after installation has been
completed.

In order to use the GxP extension, a TOPSPIN_GXP_4 license key is required. Topspin installed with the
GxP extension does not not start without this license; instead a corresponding error message is shown.

3 Installation

The TopSpin GxP extension consists of several components implementing the required functionality. The
server component includes Identity management, Central Audit Trail and supporting infrastructure. The
client component is a GxP-capable version of Topspin.

There are two possible deployment scenarios:

In the first, simple case, all components are installed on the same computer, typically the spectrometer
controlling workstation.

NMR SYSTEM

4 1 R
]

T

Bruker-GxP )
TopSpin

\ Services /

This layout is appropriate for small labs with only one instrument, only Windows OS is supported.
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The 2nd case uses a central server for the Topspin GxP services. Several clients may be connected to
this server. All clients share the same Identity Management and write audit records to the same audit
trail.

=2
7

TS NMRSite TS NMRSuite )
i 1 Processing workstation

The server may be either physical, or virtual machine running MS Windows. The clients are either
spectrometer or processing workstations. Both Windows and Linux (Cent OS) are supported for the
clients.

3.1 Server Installation

Independent on the deployment, GxP Services should be installed first.

%] Bruker GxP Services Installation Wizard = O et

Welcome to the Bruker GxP Services Setup
Wizard

This will install Bruker GxP Services on your computer, The wizard
will lead vou step by step through the installation.

Click Mext to continue, or Cancel to exit Setup.

| Next> |  Cancel

Page: 6 /38 Bruker Corporation May 17, 2021
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The installation wizard prompts to define passwords for GxP users and services, as well as port numbers
to define the communication channels between the GxP components. Bruker recommends using the
preset default ports.

Bruker strongly recommends that these entries are recorded and kept confidential according to your local
general instructions (paper file, sealed text file etc.) so that they can be used later.

The identity management creates two default accounts — NMRUser and NMRAdministrator.

%] Bruker GxP Services Installation Wizard = O by
Setup NMRAdministrator password
Configure NMRAdministrator passward

Please specify the password for the default user NMRAdministrator

Password: TIIL)

-~

o e

Confirm Password: |sssss

Bruker GxP Services 4, 1, 2-5MAPSHOT

Mext = Cancel

These two default users own all rights necessary to operate the NMR spectrometer. They may be used
during NMR system installation or maintenance before additional, laboratory specific user accounts will
be added.

After the service installation finished, the following screen is shown:

May 17, 2021 Bruker Corporation Page: 7 /38
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&1 Bruker GxP Services Installation Wizar& = O .

Completing the Bruker GxP Services Setup
Wizard

The installer has successfully instzlled the Bruker GxP Services.
Click Finish to exit the wizard.

The following file contains the settings for the clientinstallaton.
This file can be used during the client installation to automatically
set the correct setfings.

C:\Bruker\nmrsuite\server-properties.zip

Show File

| Finish

Please note the server settings file. It contains any information about the server setup (users, passwords,
ports) which you will need during the client installation.

3.2 Client Installation

The client installer (Windows or Linux) allows to update an existing installation, or to install the software
in different folder.

Page: 8 /38 Bruker Corporation May 17, 2021
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%1 Bruker NMR Suite Installation Wizard — O *

Welcome to the Bruker NMR Suite Setup
Wizard

This will install Bruker MMR. Suite on your computer, The wizard
will lead you step by step through the installation.

Click Mext to continue, or Cancel to exit Setup.

Next> | | Cancel

The next step is the selection of installation details.

May 17, 2021 Bruker Corporation Page: 9/ 38
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%] Bruker NMR Suite Installation Wizard . O et

Installation Details:

Installation Mode:

() Standard installation (7]

(@) Regulated environment (GxF) ﬂ

Installation type:
(®) Spectrometer Contral (7 ]
(") Processing (7]

Bruker NMR. Suite 4. 1. 2-5SNAPSHOT -

< Back Mext = Cancel

The installation mode (GxP or Standard Installation) cannot be changed if you are upgrading existing
installation. The installation type discriminates between Processing and Spectrometer Control. In the
latter case all necessary components (automation, spectrometer OS...) are also installed.

The client installation needs the information about the server location and corresponding access
credentials. This information is stored in the server-properties.zip file created at the end of server
installation. You need to copy this file to the current machine and select its location.

Page: 10/ 38 Bruker Corporation May 17, 2021
Version: 012 Division NMR 1880068 _12 012



o TopSpin GxP BRUKER

Quick Start Guide

£ Bruker NMPR Suite !nstallatiﬂ Wizard == | b4
Import Sarver sattings

Automatically configure the dient with the server settings archive

If you provide the server-settings.zip archive no manual configuration needs to be done. The
resutting dient will connect to the server that has written the properties file during installation.

Properties archive: |C:\Bruker\nmrsuite\server-properies.zip Browse ... 0

Bruker NMR Suite 4.1.2-SNAPSHOT

< Bz_dr. Next > Cancel

The next screen summarizes the used server configuration.

May 17, 2021 Bruker Corporation Page: 11 /38
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%] Bruker NMR Suite Installation Wizard = O x

Ready to Install

Setup is now ready to begin installing the application on your computer.
Click: Mext button to start the installation.

Configuration summary:

Keydoak host: SVEMEA-BIASO 1.intra.brkr.corp
Keydoak port: 3443

RabbitMQ user name: gxpllser

RabbitMQ password: *=**

RabbitMQ) host: SVEMEA-BLASO Lintra.brkr.corp
RabhitM) S5L port: 5671

RabbitMQ virtual host: audits

Cat Service host: SVEMEA-BIASO Lintra.brkr.corp
Cat Service port: 9000

Bruker NMR Suite 4. 1. 2-5MAPSHOT -

« Back Mext = Cancel

Pressing Next starts the installation of Topspin GxP.

4 Audit Trail

User interactions that create or change data in TopSpin are recorded in a central audit trail database to
document who did what and at which point of time. The central audit trail (CAT) collects the data-
changing actions of all users referring to any dataset.

To examine the audit trail records, either launch the central audit trail viewer by double-clicking on the
Windows desktop shortcut or directly from TopSpin’s user menu item.

Page: 12/ 38 Bruker Corporation May 17, 2021
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& Bruker TopSpin 4.0.10.a on NBRHEO1-G7Q30QV2 as dirk.hoelzer / john smith

Process Analyse Applications Manage

(E Spectrometer 49 Security » =~ Commands -

*2 |2 | 2 )| Lock TopSpin for Other Users (lockgui) A JJJLL|

- Logoff / Switch User (logoff)

‘= Data @ EE

Search:

=-C\Bruker\Release{ Add 8 Comment to Dataset Audit Trail (auditc)
Eexamid_1H

-1 -2g30 - 1H

-Zg30 - 1H Open CAT Viewer (catviewer)

: “-# 1-1H

Sexamid 13c | Lock Data Set Against Changes (lockdataset)

1 - zgpg30 - 13C{1H} AV 500 Cholesterylacetate

- jmod - 13C APT AV 500 Cholesterylacetate

i -3 - depl135 - 13C DEPT135 AV 500 Cholesterviacetate

E-Sign Data Set (esign)

ShowNVerify Audit Trails (audit)

The central audit trail viewer also requires credentials for logging in. Also, it needs to be borne in mind

that not every user account in TopSpin has automatic rights to login to the central audit trail viewer.
Please check chapter Roles [ 20] for detailed information.

@ Bruier CAT Viewer

Passward

The user account needs the “review” right in order to log in, otherwise the login is refused:

@ Bruker CAT Viewer = O X

Central Audit Viewer

You do not have the permission to view the CAT report.

All Rights Reserved 2020 @Bruker BioSpin

Right after the installation, the default account nmruser owns this right. Therefore you can log in with the
account nmruser and its default password "NMRUser".

May 17, 2021 Bruker Corporation Page: 13 /38
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Once logged in, the central audit trail viewer lists the current records of the last three months. If
investigation of older records is required or there is a need to retrieve fewer records, the From and To
dates can be changed to view alternative timespans. This change is visible after the Search button is
clicked (this applies also for any filter described below).

[© Bruker CAT Viewer = X

Central Audit Trail

Records available: 66 Last search performed: Apr 23, 2021, 12:22:25 PM

a 2021 a Search Export Reset Search Fields
Category Who User Uuid Where Client What Dataset Path Dataset Uuid Original Value New Value

When Sea fol S
41b500d5-815d-4T1e-

23.04.21, 12:22:10 AUTHENTICATE nmiuser R PMRHEO1-SQA02 TopSpin 41268 GxP  login

3 41b500d6-85d-4T1e- @ =

23.04.21, 121228 AUTHENTICATE nmiuser Fe ey NBRHEO1-9KLTQV2  TopSpin4.1.20.7 GxP  close TopSpin
41b500d8-85d-4f1e-

23.04.21, 1212:04 AUTHENTICATE nmiuser il DR NBRHEO1-9KLTQV2  TopSpin4.1.20.7 GxP login

41D50008-8150-4T1e- .
23.04.21, 12:05:12 AUTHENTICATE nmruser priosips oty PMRHEQ1-SQA02 TopSpin 4.1.2b.8 GXP  close TopSpin

41b50dd8-8f5d-4f1e-
23.04.21, 12:05:09 AUTHENTICATE nmuser R PIMRHED1-SQA02 TopSpin 4.1.2b.8 GXP  login

41b50dd8-815d-4fe- —
23.04.21, 11:55:20 AUTHENTICATE nmruser T DB bAas NBRHEO1-9KLTQV2 TopSpin 4.1.2b.7 GxP close TopSpin

41050008-8150-411e-

23.04.21, 11:55:17 AUTHENTICATE nmruser D NBRHEO1-9KLTQV2  TopSpin4.1.2b7 GxP login
41050008-6150-411e- o .

23.04.21, 11:52:03 AUTHENTICATE nmruser BoT3 DR ABATSE NBRHEO1-9KLTQV2 ~ TopSpin4.12b.5GxP  close TopSpin

41D50008-815d-4T1e-

23.04.21, 115156 AUTHENTICATE nmruser oo™ NBRHEOI9KLTQV2  TopSpin4.12b5GeP  login
23.04.21, 114551 AUTHENTICATE nmruser e PMRHE01-5A02 TopSpin4.1.20.3 GxP  close TopSpin
23,0421, 11:45:48 AUTHENTICATE nmruser o e PMRHE01-5QA02 TopSpin 41208 GxP  login
23.04.21, 11:43:23 AUTHENTICATE nmruser 410500d8-865d-4t1e-  pyppyeg1.50A02 TopSpin 41268 GxP  close TopSpin

bb1a-2834badf538 -

All Rights Reserved 2021 @Bruker BioSpin

Each record in the CAT contains a series of meta data items:
From the left:

Each record contains a timestamp, a category to which user interactions belong and the name of the
user account that initiated the action.

UUID: It is noted that a user account may be deleted (for example if an employee leaves the
organization) and at some time in the future, a new user account with the same user name could be
created. It is important to be able to distinguish between these two different accounts as they relate to
different people. This can be done by checking the unique user id (Uuid) which is not easily readable but
ensures — as it says — uniqueness.

Where: The central audit trail can be the common audit trail database for all Bruker NMR spectrometers
in a laboratory or on a site. Therefore, the column Where specifies which workstation was used to
execute the action described in the What column.

Client defines the software the user interacted with. This is typically TopSpin but other Bruker products
(for example IconNMR or GoScan may be used for GxP — planned).

Data Set Path describes to which experiment/processing data the What applies. If a data set is affected,
the audit trail record is also written into the data set’s specific audit trail file (can be inspected via
Manage | Security | Show/Verify Audit Trails).

The columns Original Value and New Value serve to illustrate specific data changes.

Page: 14/ 38 Bruker Corporation May 17, 2021
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After some time of operation, the audit trail database will probably have grown to a substantial size and
the user might want to narrow the number of retrieved records in order to easily investigate specific
topics. For each column, filtering by any character is possible. After clicking the Search button, only the
entries containing the substrings are displayed. In many cases, it is sufficient to enter the only a few
letters of a keyword to filter out many unnecessary entries. In the case depicted below, the filter for
AUTH in the Category column removes entries not related to authentication and yields typical login/
logoff entries.

el ] B ] B Search | Export

Category Who User Uuid

When AUTH Search fo Search fol
32ed533f-b37
23.07.20,00:11:33 AUTHENTICATE nmruser 0605 faccaf2
L edcZb3ch-d5
23.07.20,00:11:44 AUTHENTICATE dirk.hoelzer 0438646305
. edcZb3cb-d5t
23.07.20, 09:42:02 AUTHENTICATE dirk.hoelzer 0438.646a3a:
o ) a4aB4f05-53¢
23.07.20,09:42:09 AUTHENTICATE john smith 9925-f0belel
) a4aB4f05-53¢
23.07.20, 09:44:43 AUTHENTICATE john smith 9925-f0belsl
a4a84f05-53¢
23.07.20, 09:47:25 AUTHENTICATE john smith 0925 -f0beTel
-53¢€
23.07.20,00:48:35 AUTHENTICATE john smith adaf o5 oot

9925-f0betel

a4aB4f05-53¢

A% N7 AN NN.40.43 ALITUCAITIA ATC B S

Multiple search entries are combined so that the result set contains only the records including both
search criteria, i.e. more criteria help to narrow the search.

Clicking Reset Search Fields removes all user-defined filters.
When it is opened, the audit trail is always ordered by the When field i.e. with the most recent at the top.

Finally, the filtered result could be exported to a PDF document in order to store it separately or print it
out with PDF viewer.

May 17, 2021 Bruker Corporation Page: 15/ 38
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e Central Audit Trail Export aggn

Auditor: nmruser
Search criteria: From: 2020-04-13, To: 2020-07-14
Mumber of Enfries; 9

Swgnature
Category rhio Where CLiemt Hhat [Datasei Fath Original Yalue |New Value
AUTHENTICATE roarsdmin istrato |NERSESL -GTEA0VE |TopSoin laglr
T 4.8.18.8
WUTHENT [CATE roradminlstrato [NBRHE®L-GTQ3AVE [TopSoln logofi
r 4.0.18.8
87,28, 17:29;52 FUTHENTICATE gt t HERMESL-ETQ2QV2 |TopSaln g AT

13,9720, 17:29:54 FROCESSING NACUSer HERHE®] -GTQZANVE |T

13,9729, 1729 FROGCESS NG rryser NERHE®] -GTAZEVE [Topsaln

FT_m
FENL = 1 51 =
32K data hash e
MOS: 33 38 B0 [1d_1Hs 1 pdatasd
45 34 F3 F9 FT
F 9T 0P M e
I 24 B1 Ch
13.87.20, 17:23:54 FROCESSING nruger HERHE®L-GT030VE |TopSoln ok data hash
2. 10.8 MOS: 32K 3T F6  |ses/Tops
O7 11 [ i3
B4 45 25 D2 IF
T7_AF_TD 4F

Repart 1D | eTd66BcE-840c-Jd95-811d-0 36218489351
13072020, 17:35:4% Page 10f2

Once work with the audit trail viewer has been completed, click the button Logout in the upper right hand
corner to close the session.

A

Identity Management

“ The TopSpin GxP extension provides a variety of options on how to configure user accounts and their

specific rights. TopSpin GxP uses a widely used and proven component for identity management which
is named Keycloak. Click the Bruker User Management shortcut on the desktop to launch the Identity
Management Console. The default browser on the workstation starts and tries to open the Keycloak start
page that contains the Bruker ldentity Management. Depending on the browser settings, this may
generate a security warning but this can be safely ignored.

The Keycloak Identity Management features a multitude of options and settings that may be altered in
order to comply with relevant SOPs and general requirements. However, for default usage, Bruker
recommends only to change settings that are described below. Otherwise, the combination of Keycloak
with TopSpin GxP and the Audit Trail Viewer might not work properly.

» Onfirst login, use the Keycloak credentials that were entered and stored safely during the installation
progress (see chapter Installation [ 5]).

» Select the realm “Bruker” which contains the necessary pre-configurations.

Page: 16/ 38 Bruker Corporation May 17, 2021
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waltaly
Bruker Bruker
General Login Keys Email Themes Cache Tokens Client Registration Security Defenses
Realm Settings * Name Bruker
Clients
Display name Bruker

Client S

HTML Display name

Identity P s Frontend URL
User Federation
r Federabor Enabled m
Authentication
User-Managed Access OFF
Endpoints OpenlD Endpoint Configuration

SAML 2.0 Identity Provider Metadata

Import

Export

5.1 User Accounts

When Users is used for the first time, two pre-defined user accounts will appear — these have been
included to enable a jump-start with TopSpin: nmruser and nmradministrator. nmruser has the default
password “NMRUser” whereas the nmradministrator password is the one that was created during the
installation (see below [ 5]).

If working with personalized accounts is preferred, these two default accounts are to be deleted.

n Note that TopSpin passwords are upper/lowercase sensitive.

May 17, 2021 Bruker Corporation Page: 17 / 38
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C =)
BRUKER
>

Bruker Users
Lookup

o Ja] vewaluses Untock uers A s

D Username Email Last Name First Name Actions

nmruser Edit Impersonate Delete

nmradministrator Edit Impersonate Delete

User Federatio:

Authentication

Events
Import

Export

For working in an GxP environment, specific personalized user accounts are often required. New
accounts can be created by the following procedure:
* In the tab User, click on View all users, then on Add user.
* At minimum, fill out the field Username, then click on Save.
+ On the next screen, select page Credentials. Define the initial password. Set the option Temporary
to Off, then click Set Password and confirm.
» With these personal credentials, the new user will be able to login to TopSpin from now on.

» To be able to work with TopSpin, each user must have an assigned role. This is done in page Role
Mappings. Detailed description is available in chapter Roles [ 20].

Admin
Users > Add user

Add user
D
Created At
Username * John Smith
Email john.smith@myCompany.com
First Name John

Last Name Smith

Manage User Enabled m

Groups
Groups Email Verified OFF

Required User Actions

Import

Export

In the tab Credentials the user account’s password is to be defined and changed, if necessary.
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5.1.1

User Attributes

For each user who will use TopSpin’s esign command you have to define signature meanings. After you
created a new Top Spin user, open the tab Attributes and add an Attribute ESIGN, and as value, enter
possible meanings for signatures, separated by ##, e.g. for Approved, Checked, Release or as depicted
below.

Users » john

John w

Details Attributes Credentials Role Mappings Groups Consents Sessions

Key Value Actions
ESIGN Sample ldentity confirmed##Analysis approved Delete
SPECTROMETER_BLACKLIST BLOB##NBRHE01-FO7TNSQ2 Delete

Add

SPECTROMETER_BLACKLIST is an additional, optional attribute. It allows to refuse user login on
specified computer. The list consists of several hosthnames separated by ##. This allows to use one
common user management for the whole lab and in parallel restrict the usage of some instruments to
selected user group. TopSpin login on a prohibited computer is denied and the following corresponding
error message is shown.

& Login forbidden X

You are not allowed to work on this instrument. Please contact laboratory manager for access.
The instrument name is NBRHEO1-FO7NSQ2

Password Expiration for Local Users

The definition of a time span for password expiration is done by a Windows Active Directory
administrator for any LDAP user account integrated in Bruker GxP solution (see chapter User Accounts

[ 177).
For local user accounts, an expiration time span can be defined as follows:
1. When logged in to the Keycloak administration console, the Bruker realm has to be selected

2. Click on Authentication on the left-side menu and choose the Password Policy tab

May 17, 2021 Bruker Corporation Page: 19 /38
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Authentication
Flows Bindings Required Actions Password Policy OTP Policy WebAuthn Policy
Add policy... e
Policy Type Policy Value Actions
m Cancel
1. From the Add policy drop-down menu, choose Expire Password
2. Enter the desired number of days until password expiration and click on Save.
Authentication
Flows Bindings Required Actions Password Policy OTF Palicy WebAuthn Policy
Add policy... v
Policy Type Policy Value Actions
Expire Password 365 Delete
m Cancel

Setting no policy means that passwords will stay valid for an infinite amount of time.

5.2 Roles

Click on the tab Role Mappings, then select from the box Client Roles the entry TopSpin in order to
show the list of available roles. Selecting them for a given user defines his/her interactions with TopSpin.

The predefined roles are:
» Spectrometer Administrator
* Analyst
» Assay Verifier
* Method Developer
* Method Verifier
» Laboratory Manager
* Quality Systems Approver

Page: 20/ 38 Bruker Corporation May 17, 2021
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Users > johnsmith

John Smith &

Details Attributes Credentials Role Mappings Groups Consents 5Sessions

Realm Roles Available Roles @ Assigned Roles @ Effective Roles @

offline_access

uma_authorization

Identity Pro
User Fed|
Re
Authentic
Client Roles Available Roles & Assigned Roles @ Effective Roles &
m ~ Analyst = Laboratory Manager Laboratory |

Assay Verifier

Method Developer

Method Verifier

Quality Systems Approver

Events

Import
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The following table shows which TopSpin rights are granted to what user roles:

Right Spectrometer |Analyst |Assay |Method Method | Laboratory | Quality

Administrator Verifier | Developer | Verifier | Manager Systems
Approver

Administrate X X

Spectrometer

Configuration

Setup method X X

Customize X X

experiment

Start X X X X

experiment

Process data X X X X

Delete RAW X

data

Delete data X

Access File X X

System

Publish data X X X X X X

Review X X X X X X

Approve X X X X

Selecting the Client Roles combo box item TopSpin rights shows the corresponding rights in the
Effective Roles combo box.

C o)
BRUKER
<)

Users » john smith
Bruker

John Smith &

e Details Attributes Credentials Role Mappings Groups Consents Sessions
Realm Settings " "
Realm Roles Available Roles @ Assigned Roles @ Effective Roles @

offline_access

uma_authorization

& Remove selected
Client Roles Available Roles @ Assigned Roles @ Effective Roles @
hd Access File System ter Config
Delete data
Delete RAW data
Elevate permissions « Remove selected
Add »
Add selected
Import
Export
Page: 22 / 38 Bruker Corporation May 17, 2021
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The following roles are used for the predefined users:

nmruser Laboratory Manager

nmradministrator Spectrometer Administrator

These predefined accounts provide a minimum of roles and rights management as a starting
environment. So you can login as nmradministrator immediately upon first start of TopSpin. Due to the
role as Laboratory Manager, you have the right to perform important configuration steps.

When logged in as nmruser, you have more restricted rights according to the table shown above.
This assignment may be changed anytime, the Bruker predefined user accounts may even be disabled.

5.3 Using Windows Active Directory Accounts for Identity Management

When the spectrometer workstation is in a Windows Active Directory / LDAP Domain, it is recommended
to map the TopSpin user account defined at this stage with an existing Active Directory/LDAP account.
This enables the user to login to TopSpin with the same credentials that he/she uses for his/her
workstation login. Access to TopSpin GxP is therefore controlled by the overarching user access control
system, and therefore user identity, password validity, password complexity etc.

To integrate the accounts in the Windows Active Directory, navigate to User Federation in the Keycloak
Console and select LDAP as provider for the user accounts.

BRUKER Bruker v

Bruker User Federation

Realm Settings

Clients
Client Scopes
Roles User Federation

Identity Providers Keycloak can federate external user databases. Out of the box we have support for LDAP and Active
Directory.

User Federation

To get started select a provider from the dropdown below:

Authentication

Add provider...
kerberos
Idap

Groups

Users

The following screenshot serves as an example for how to set up the connection between the Active
Directory and the Bruker Identity Management. Please replace the placeholders 'server’, 'myDomain' by
the real names of your server and your domain. The Bind DN is your domain e-mail address (e.g.
John.Smith@bruker.com) and the credentials are your password: i.e. John's Smith domain password.

To ensure the right data is entered in these fields, click on test connection and test authentication
afterwards.:

» ConnectionURL: Idap://server.myDomain
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» Users DN: dc=myDomain
+ Bind DN: admin@myDomain (and the according password for Bind Credential)
In the field Connection URL, use 389 or 10389 for LDAP, 636 or 10636 for LDAPS (LDAP over SSL).

Add user federation provider

Required Settings

Enabled ©

Consale Display
Name ©

Priority @

Impart Users @

Ediz Mode ©

Sync Registrations ©
* Vendor

# Username LDAFP

attribate i

* RO LDAP actribute
L7

* ULND LOAR
attriburte £

* User Object Classes
LT

* Connection URL O
* Uzers DN ©

* Bind Type ©
Enable StartTLS @

* Bind DM @

* Bind Credhential ©

|ldap

0

UNSYNCED
OFF
Aztive Directary

on

on
objectxUID
usEr

Idap:fserverreyDomain: 389
desmyDarmain
irmple

OFF

admin@myDomain com

Auf "diesem PC
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Custom User LDAP (BlobjectCategory=Persan{sAMAC ountame=*})
Filyer @
Search Scope @ Subtres b
Validate Password OFF
Palicy &
Trust Email & OFF
Use Truststore SP1LD Cinby for idaps e

Connection Pooling m Cannaction Poaling Settings

L]

Connection Timeaut
]

Read Timeout @

Pagination @ m

Kerberos Integration

Allow Kerberos OFF

suthentication &

Usze Kerberos For OFF
Pazsword
Authentication @

Sync Settings

Bareh Size 0 1000
Periadic Full Sync @ OFF
Pericdic Changed OFF
Users Sync @

Cache Settings

Cache Palicy @ DEFALLT W

B

Click Save and then Synchronize all Users.

Navigate to Users to find all the user accounts of the Active Directory listed. By clicking on Edit you can,
as described above, assign the according TopSpin roles to the Active Directory accounts.

After this stage has been completed, login to TopSpin with Active Directory credentials is possible for all
these users.
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54 Create Another Administrative User Account
If the usage of the default admin account for identity management in Keycloak is undesirable, another
account can be set up by following these steps:
Login to Keycloak (click icon Identity Management on Desktop) and enter admin user credentials (the
credentials have been entered and stored safely during the installation progress).
Switch to realm Master.
Viaster Add user
Username * John Smith
Email john.smich@myCompany.com
First Name John
Authentication Last Name Smith
User Enabled m
Events m Cancel
Import.
Export
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Enter username and click on Save.

Add user

np Type here to search Ht [ I ~ o) OF

Select the tab Credentials, define a password, and disable Temporary.

Set Password

3
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Select the tab role mappings and select the client roles for Bruker-realm.

Newadmin

Then add the roles

* manage-users

* view-users

* manage-realm

* view-clients
B = [ Loginto Kkeyeloak [ keycioak Admin Consol 3 Loginto keydaak =

Newadmin &
(2% L:zxMimsmmg-samucﬁuyw-mss\mmfmm;mnemimei “ o
Switch the realm back to Bruker, then logoff the admin user.
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Finally, click the link on the desktop to be directed to the login screen of Keycloak to login with the new
account’s credentials.

It is also possible to grant Keycloak administrator rights to an LDAP account for TopSpin users, which is
analogous as described in the chapter above.

5.5 How to Change/Reset the Password of a User
Note that the icon User Management on the desktop only allows login for the administrator of Keycloak
only, not for normal users. You can also open a web browser and go to the address hitips:/
localhost:8443/auth/admin/ for accessing the identity management..
However, every known user can login for self-management and change the password of his/her own
account at any time following the following steps:
* In a web browser enter the address https://localhost:8443/auth/realms/Bruker/account/password
* Log in with the personal username and password
* On the page Password enter the old and new password
» Click Save and the choose Sign Out.
User should apply this procedure in order to assign a confidential password which is only known to
themselves. In case the password is forgotten, the administrator can reset it through administrator's
access.
(The number 8443 stands for the default port number of the Keycloak component which has been set
during the installation routine. Use the according number instead if changed during the installation.)
6 Advanced Topics
6.1 Managing Users with Groups
The basic collection of accounts which is set up by the installation routine of TopSpin GxP does not
make use of user groups. The roles of the two accounts nmradministrator and nmruser have been
directly assigned to the accounts itself. For a small number of accounts this is a suitable approach.
However, for a larger number of users this approach may quickly become inefficient. A best practice then
is to manage the roles of users indirectly through user groups. The intended roles are assigned to the
groups then, and users get their defined role by being added to the according user group.
Follow these steps in order to create the first group for users with the role Analyst:
* Log in to the Keycloak Administration console as Administrator
» Select the realm Bruker if not already selected
* Choose Groups
* Click on New, enter the new group name Analysts and click on Save
+ Select the page Role Mappings, and from the box Client Roles select TopSpin
+ Select Analyst from Available Roles and click on Add selected
Now all users who become member of the group Analysts will acquire the role Analyst automatically.
Review the page Members to see all current members. Right after creation of the group this list will be
empty, of course.
In order to manage the group membership of an account:
» Select Users on the left navigation bar, click View all users
» Select the user of your choice, switch to the page Groups
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« Under the title Available Groups the group name Analysts should be visible. Select this group and
click on Join in order to set a membership. The button Leave would end a membership, respectively.

* Note that accounts can be member of more than just one group.

If you establish this concept, no roles should be assigned to accounts directly in order to keep the overall
setup transparent.

6.2 Remove Warning on Opening Keycloak Administration Console

To enhance internet security, current web browsers prompt security warnings when web pages of
unknown origin are opened. Unfortunatey this also applies to the local Keycloak administration page.

To suppress the warning messages the following steps for common browsers are recommended.

6.2.1 Firefox

» Open Firefox, click on the menu button on the top right and select options.

i O
ign in to Firefox
Privacy Protections

New Window Ctrl+N
New Private Window Ctrl +Shift+P

Restore Previous Session
Zoom
Edit

I\ Library
=0 Logins and Passwords

& Add-ons Ctrl+Shift+A

{:} Options

,/ Customize...

Open File... Ctrl+O
Save Page As... Ctrl+S

Print...

Find in This Page... Ctri+F
More

Web Developer

What's New

@ Help

Exit Ctrl+Shift+Q

* On the left side bar, navigate to Privacy and Security, and scroll down to the Security section, then
click on View Certificates.
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and run studie:

ports on your behalf

Security

Deceptive Content and Dangerous Software Protection

o confirm the current validity of

Security Devices.

* On the Certificate Manager window select the Servers tab, and click on the button Add Exception.

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these servers

. | SR
S e

=wrars"al e

=il ) appede | Fama
sl el e, e a bl P

CRETEET T e T

Add Exception...

« Enter the URL for the Identity Management (Keycloak) in the Location field, using the port which
specified for Keycloak during the installation process. If the default port was not changed during the
installation, then use port 8443. Then click on Get Certificate.

Add Security Exception

You are about to override how Firefox identifies this site.

s  Legitimate banks, stores, and other public sites will not ask you to do

this.
Location: ||nttps://localhoste443 | m Get Certificate
View...
Permanently store this exception
Confirm Security Exception Cancel

» Keep the check mark for Permanently store this exception, or add it if it's not there, then click on
Confirm Security Exception.
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Add Security Exception

You are about to override how Firefox identifies this site.

s  Legitimate banks, stores, and other public sites will not ask you to do

this.
Location: ‘https:f/localhostwa | |§et Certificate
This site attempts to identify itself with invalid information. View...

Unknown Identity
The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.

I [] Permanently store this exception I

Confirm Security Exception Cancel

* The new exception should now be visible in the Certificate Manager:

Certificate Manager
Your Certificates People Servers Authorities
You have certificates on file that identify these servers

v Bruker

localhost localhost:8443 Permanent Wednesday, August 1...

Export... Delete... Add Exception...

* Now the Keycloak admin console opens directly by using the same location as the certificate. e.g.
https://localhost:8443.

6.2.2 [Edge (Chromium)

Invalid certificates for resources loaded from localhost must be allowed. Therefore, enter edge./flags/
#allow-insecure-localhost into your browser and on the displayed page set the option Allow invalid
certificates for resources loaded from localhost to enabled.
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A
*

@ Edge | edge://flags/#allow-insecure-localhost

T
£

Q Search flags Reset all

® Allow invalid certificates for resources loaded from localhost.

Allows requests to localhost over HTTPS even when an invalid certificate is presented. -
) Enabled v
Mac, Windows

#allow-insecure-localhost

Override software rendering list

Overrides the built-in software rendering list and enables GPU-acceleration on unsupported

Disabled
system configurations. — Mac, Windows =ane Y

#ignore-gpu-denylist

Afterwards Edge needs to be restarted.

6.2.3 Chrome

Same as Edge (Chromium), just enter chrome://flags/#allow-insecure-localhost instead.

6.2.4 Edge (Legacy Version)

Upon navigating to the Keycloak page, a warning is displayed:

localhost:

This site is not secure

This might mean that someone’s trying to fool you or steal any info
you send to the server. You should close this site immediately.

1 Go to your Start page
Details

Your PC doesn’t trust this website’s security certificate.

Error Code: DLG_FLAGS_INVALID_CA

Go on to the webpage (Not recommended)

Clicking on the Go on to the webpage link at the bottom will open Keycloak, although the certificate
warning will remain. In order to work without a security warning, it is recommended to upgrade to the new
Chromium-based Edge, or install Firefox or Chrome and follow the instructions above.
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6.2.4. What if Edge Prevents Opening Keycloak?

1
The local policy in MS Windows probably prevents overriding the certificate error. To change it:
1. Log in as an administrator
2. Open the Local Group Policy Editor, or Edit Group Policy from the Control Panel
3. Navigate to: Computer Configuration\Administrative Templates\Windows
Components\Microsoft Edge
4. Choose Prevent bypassing Windows Defender SmartScreen Prompts for Sites and choose
Disabled. (Depending on the windows version, this option might be named Prevent certificate error
overrides.)
5. Apply the changes and close.
& Prevent bypassing Windows Defender SmartScreen prompts for sites O x
E} Prevent bypassing Windows Defender SmartScreen prompts for sites Previous Setting Next Setting
() Not Configured ~ COMMent:
() Enabled
(® Disabled
Supported on: | \1icrosoft Edge on Windows 10, Version 1511 or later
Options! Help:
This policy setting lets you decide whether employees can
override the Windows Defender SmartScreen warnings about
potentially malicious websites.
If you enable this setting, employees can't ignore Windows
Defender SmartScreen warnings and they are blocked from
continuing to the site.
If you disable or don't configure this setting, employees can
ignore Windows Defender SmartScreen warnings and continue to
the site.
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6.3 Extended Documentation

Keycloak’s functionalites by far extend the ones needed for basic usage in TopSpin GxP. Further
information can be found on Keycloak’s website https://www.keycloak.org/ or by searching for other
ressources on the internet.
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7 Contact

Manufacturer
Bruker BioSpin GmbH
Silberstreifen 4
D-76287 Rheinstetten
Germany

E-Mail: nmr-support@bruker.com
http://www.bruker.com
WEEE DE43181702

Bruker BioSpin Hotlines
Contact our Bruker BioSpin service centers.

Bruker BioSpin provides dedicated hotlines and service centers, so that our specialists can respond as
quickly as possible to all your service requests, applications questions, software or technical needs.

Please select the service center or hotline you wish to contact from our list available at:
https.//www.bruker.com/service/information-communication/helpdesk.html
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